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Smartphones for Children and Teens

a quick guide for parents and educators

Parents can help their children use smartphones in a safer way by talking to them about online risks, which include contact with
strangers and exposure to inappropriate content, setting rules, and using parental controls. This guide lists the most important safety
and privacy settings for specialized phones designed for use by children and teens, along with information about the basic parental
controls available in Apple and Android smartphones.

More parenting advice on digital device safety can be found here: https://internetsafety101.org/digital-devices.

. Bark offers customized smartphones designed specifically for children and teens with built-in parental controls
and safety features. Bark runs on a modified form of Android and includes a parental controls dashboard.
Parents can restrict the apps that run on the phone, filter web access, set daily time limits and restrict access
during specified times, manage contacts, monitor a child’s location and activity, and receive a variety of alerts.
Bark Learn more: https://www.bark.us/bark-phone/

Gabb smartphones are built on the Android OS and designed specifically for children and teens, with a focus

gabb on safety and reduced screen time. Gabb phones limit use to a curated set of safe apps, and restrict access to
social media, app stores and internet browsing. Parents can restrict access during specified times, manage
contacts, monitor a child’s location and activity, and receive a variety of alerts.

Gabb Learn more: https://gabb.com/gabb-phone
° MMGuardian offers customized Samsung phones using the Android OS, designed specifically for children and
M teens. Parents can restrict the apps that run on the phone, filter web access, set daily time limits and restrict
access during specified times, manage contacts, monitor a child’s location and activity, and receive alerts for
MMGuardian inappropriate texts, location changes, and other activities.

MMGuardian Llearn more: https://www.mmguardian.com/

, Pinwheel is a smartphone designed for children and teens that focuses on gradually introducing more
\ advanced features as children mature. Pinwheel is built on Android with a customized interface. Pinwheel
l \ restricts access to social media and internet browsing. Parents can restrict access during specified times,
manage contacts, monitor a child’s location and activity, and receive a variety of alerts.
Pinwheel Learn more: https://www.pinwheel.com/

Troomi is a smartphone designed for children that uses a customized version of Android with parental controls
Tﬁ@@ﬁﬂﬁ and safety features. Parents can restrict the apps that run on the phone, filter web access, set daily time limits
and restrict access during specified times, manage contacts, monitor a child’s location and activity, and receive
alerts for inappropriate texts.
Troomi Learn more: https://troomi.com/

Built-in Parental Controls in Standard Phones

Apple iPhone Screen Time is a set of parental controls for managing access to certain iPhone features
included free with modern iPhones. Parents can use Screen Time to restrict access to specific apps and
' features, set daily time limits and restrict access during specified times, manage contacts, monitor a child’s
location and receive location alerts.
Apple Learn more: https://www.apple.com/families/

Google Android smartphones, such Samsung and Motorola, include a set of parental controls. Implementing
//o . the most useful features requires parents to install a free app called Google Family Link. Parents can restrict
‘ access to specific apps and features, set daily time limits and restrict access during specified times, manage
contacts, monitor a child’s location and receive location alerts.

Android Learn more: https://safety.google/families/
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Smartphones for Children and Teens
a quick guide for parents and educators

This table lists important safety features for smartphones designed for use by children and teens, along with built-in settings for Apple
iPhones and smartphones that use the Android operating system, such as Samsung. The table is divided into three sections: general
administrative controls, application-level controls such as content filtering, and monitoring and alert options. Where an option is
available there is a “learn how” link to the appropriate documentation page providing instructions on how to use the safety setting.
The information in the table is current as of March 2025. This document may not reflect subsequent changes or updates.

Smartphones for Children and Teens Standard Phones
. °
< ° > , ’
‘ gabb M ~ ,\ Troomi '
MMGuardian ,
Administrative Controls Bark Gabb MMGuardian Pinwheel Troomi Apple Android
Parents can manage (] (] (] (] (] (] (]
controls remotely Learn how Learn how Learn how Learn how Learn how Learn how Learn how
Parents can block/allow (] (] o (] (] ] ]
phone and text contacts Learn how Learn how Learn how Learn how Learn how Learn how Learn how
Parents can schedule (] o (] (] (] (]
screen time on and off Learn how ° Learn how Learn how Learn how Learn how Learn how
Parents can set screen (] ° (] ° (] (] (]
time limits for each day Learn how Learn how Learn how Learn how Learn how
Child can request (V] (V] o (] (] (] o
change in permissions Learn how Learn how Learn how Learn how Learn how Learn how
Application Controls
Parents can restrict (] (] (] (] (] (] (]
installing apps Learn how Learn how Learn how Learn how Learn how Learn how Learn how
Includes a set of curated <o < o (] (] ° 0
safe apps Learn how Learn how Learn how Learn how
Web filtering for explicit (/) Not (] Not o (] (]
content Learn how applicable Learn how applicable Learn how Learn how
Instant Messaging ° Q o o 0 0 0
filtering for words, Learn how Learn how Learn how
Parents can see deleted (] (] (] (/] (] ° o
text messages Learn how Learn how Learn how Learn how Learn how
Monitoring and Alerts
Alerts for inappropriate (] (] (] 0 (] 0 Q
texts Learn how Learn how Learn how Learn how
Alerts for questionable (] (] (] Q 0 Q 0
activity Learn how Learn how Learn how
Live location monitoring Q Q 0 ° ° ° °
Learn how Learn how Learn how Learn how Learn how Learn how Learn how
Alerts for location 9 9 ° 0 o ° °
change Learn how Learn how Learn how Learn how Learn how
Monitoring of app (] ° o (] (] (]
activities Learn how Learn how Learn how Learn how Learn how Learn how
View content of text Q ° ° Q Q o o
messages Learn how Learn how Learn how Learn how
View content of social () Not (] Not Not o o
media activity Learn how applicable Learn how applicable applicable
View content of email ()
messages Learn how ° o ° ° ° °

For more information, visit internetsafety101.org.
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https://support.bark.us/hc/en-us/articles/11112519872525-How-to-set-up-the-Bark-Phone
https://gabb.com/support/phone/set-up-new-gabb-phone/
https://www.mmguardian.com/parent-app
https://www.pinwheel.com/setup-guide#account
https://support.troomi.com/support/solutions/articles/73000532091-parent-portal-home-page
https://support.apple.com/en-us/105121
https://support.google.com/families/answer/9055704
https://support.bark.us/hc/en-us/articles/14708895694477-Manage-the-contacts-on-their-Bark-Phone#h_01H79400930Y2M7D6369KRKTHM
https://gabb.com/support/software/gabb-messenger-user-guide/
https://www.mmguardian.com/parental-control-features/contact-block-for-android
https://www.pinwheel.com/setup-guide
https://support.troomi.com/support/solutions/articles/73000616977-contacts
https://support.apple.com/guide/iphone/set-communication-limits-block-apps-content-iph3ff83f3b1/ios#:~:text=Allow%20or%20block%20calls%20and%20messages%20from%20specific%20contacts&text=Go%20to%20Settings%20%3E%20Screen%20Time,communication%20only%20with%20your%20contacts.
https://support.google.com/families/answer/15843584?hl=en&ref_topic=7336331&sjid=8110560014031229628-NC
https://support.bark.us/hc/en-us/articles/14755707252237-Schedule-routines-for-the-Bark-Phone#h_01JE9KTK82TBXRWHWMHJC7F8JP
https://www.mmguardian.com/parental-control-features/phone-lock-for-android
https://support.pinwheel.com/hc/en-us/articles/4406784125595-Schedules-Modes-and-Routines
https://support.troomi.com/support/solutions/articles/73000585265-time-scheduler
https://support.apple.com/en-us/108806
https://support.google.com/families/answer/7101025?hl=en&ref_topic=7327495&sjid=8110560014031229628-NC#zippy=%2Cset-screen-time-limits
https://support.bark.us/hc/en-us/articles/14713155804813-Set-daily-time-limits-for-apps-on-the-Bark-Phone
https://www.mmguardian.com/parental-control-features/phone-lock-for-android
https://support.troomi.com/support/solutions/articles/73000585265-time-scheduler
https://support.apple.com/en-us/108806
https://support.google.com/families/answer/7101025?hl=en&ref_topic=7327495&sjid=8110560014031229628-NC#zippy=%2Cset-screen-time-limits
https://support.bark.us/hc/en-us/articles/11125815080333-Managing-Rules-for-the-Bark-Phone#01GKVV583KKDT7252AWCFTRS0A
https://gabb.com/support/software/gabb-messenger-user-guide/
https://support.pinwheel.com/hc/en-us/articles/4406706403995-Contacts
https://support.troomi.com/support/solutions/articles/73000616977-contacts
https://support.apple.com/guide/mac-help/respond-requests-time-screen-mac-mchl5bbf9b01/mac#:~:text=Respond%20to%20requests%20for%20more%20time%20in,day:%20Click%20or%20tap%20%E2%80%9CApprove%20all%20day.%E2%80%9D
https://support.google.com/families/answer/7103340?hl=en#zippy=%2Clearn-how-to-set-up-school-time%2Clock-or-unlock-your-childs-android-device-or-chromebook%2Cgive-your-child-bonus-time
https://support.bark.us/hc/en-us/articles/14747386568589-Manage-the-App-Store-on-the-Bark-Phone
https://gabb.com/app-guide/
https://www.mmguardian.com/parental-control-features/app-control-for-android
https://support.pinwheel.com/hc/en-us/articles/20046195727259-App-Pre-configuration-guide
https://support.troomi.com/support/solutions/articles/73000524375-kidsmart-app-assistant
https://support.apple.com/en-us/105121#:~:text=With%20Screen%20Time%2C%20you%20can,and%20changes%20to%20privacy%20settings.
https://support.google.com/families/answer/10436839?hl=en&ref_topic=7336331&sjid=8110560014031229628-NC
https://support.bark.us/hc/en-us/articles/26047138836877-What-apps-come-pre-installed-on-the-Bark-Phone
https://gabb.com/app-guide/
https://www.pinwheel.com/apps
https://troomi.com/troomi-app-store/
https://support.bark.us/hc/en-us/articles/14723419836429-Block-sites-apps-on-the-Bark-Phone#h_01HF5DJXSZ39QDSY9XSSG16BWV
https://www.mmguardian.com/parental-control-features/web-filter-safe-browsing-for-android
https://support.apple.com/en-us/105121
https://support.google.com/families/answer/7086922?hl=en#zippy=%2Csupervise-your-childs-access-to-explicit-websites
https://gabb.com/support/software/gabb-messenger-user-guide/
https://support.troomi.com/support/solutions/articles/73000632865-content-filtering-settings-and-how-they-work
https://support.apple.com/en-us/105069
https://support.bark.us/hc/en-us/articles/14711412944781-Manage-Texting-for-the-Bark-Phone#h_01JDNBGJKYK9S41CJ2ZQWPXGBE
https://gabb.com/support/software/gabb-messenger-user-guide/
https://www.mmguardian.com/parental-control-features/message-monitoring-for-android#:~:text=MMGuardian%20Message%20Monitoring%20Summary,Pictures%20are%20not%20reported.
https://www.pinwheel.com/setup-guide
https://support.troomi.com/support/solutions/articles/73000585397-commonly-asked-texting-questions
https://support.bark.us/hc/en-us/articles/360050417431-Bark-alerts#01FVWP77AKG8DAJFZNJRTWXP7E
https://gabb.com/support/software/gabb-messenger-user-guide/
https://www.mmguardian.com/safety-alerts
https://support.troomi.com/support/solutions/articles/73000632865-content-filtering-settings-and-how-they-work
https://www.bark.us/learn/bark-phone-location-tracking/
https://gabb.com/support/software/gabb-messenger-user-guide/#:~:text=Gabb%20Messenger%20uses%20smart%20filtering,Messenger%20app%20on%20your%20smartphone.
https://www.mmguardian.com/safety-alerts
https://www.bark.us/learn/bark-phone-location-tracking/
https://gabb.com/support/account-management/gps-location/
https://www.mmguardian.com/parental-control-features/location-tracking-for-android
https://support.pinwheel.com/hc/en-us/articles/4406784671771-Dashboard#h_01FG4E8YXGHQZCMX7HAG5B0ZKD
https://support.troomi.com/support/solutions/articles/73000585400-when-and-how-often-can-i-use-gps-to-locate-my-child-s-phone-
https://support.apple.com/en-us/105107#:~:text=You%20can%20share%20your%20location%20in%20Settings%20or%20the%20Find,Help%20find%20a%20missing%20device
https://support.google.com/families/answer/7103413?hl=en&ref_topic=7336331&sjid=8110560014031229628-NC
https://www.bark.us/learn/bark-phone-location-tracking/
https://gabb.com/support/account-management/gps-location/
https://www.mmguardian.com/parental-control-features/location-tracking-for-android
https://support.apple.com/en-us/105107#:~:text=You%20can%20share%20your%20location%20in%20Settings%20or%20the%20Find,Help%20find%20a%20missing%20device
https://support.google.com/families/answer/7103413?hl=en&ref_topic=7336331&sjid=8110560014031229628-NC
https://support.bark.us/hc/en-us/articles/360050417431-Bark-alerts#01FVWP77AKG8DAJFZNJRTWXP7E
https://www.mmguardian.com/parental-control-app/android-phone-app#:~:text=Comprehensive%20Reports,-Detailed%20reports%20of&text=%E2%80%93%20Spot%20whether%20your%20child%20is,usage%20restrictions%20in%20App%20Control.&text=%E2%80%93%20View%20all%20SMS%20text%20messages,by%20or%20to%20your%20child*.&text=%E2%80%93%20Detailed%20message%20reporting%20can%20be%20enabled%20or%20disabled.&text=%E2%80%93%20Known%20who%20your%20child%20is,or%20modify%20Contact%20Block%20rules.&text=%E2%80%93%20Keep%20abreast%20of%20what%20your,for%20SMS%20and%20MMS%20messages.
https://support.pinwheel.com/hc/en-us/articles/4406784671771-Dashboard#h_01FG4E8YXGHQZCMX7HAG5B0ZKD
https://support.troomi.com/support/solutions/articles/73000532091-parent-portal-home-page
https://support.apple.com/en-eg/108806#:~:text=View%20Screen%20Time%20reports,or%20add%20or%20edit%20limits.
https://support.google.com/googleplay/answer/7103028?hl=en&sjid=2725816007998958115-NC
https://www.bark.us/what-bark-monitors/bark-phone/#Device
https://www.mmguardian.com/parental-control-features/message-monitoring-for-android
https://www.pinwheel.com/setup-guide
https://support.troomi.com/support/solutions/articles/73000632865-content-filtering-settings-and-how-they-work
https://www.bark.us/what-bark-monitors/bark-phone/
https://www.mmguardian.com/parental-control-features/message-monitoring-for-android
https://www.bark.us/what-bark-monitors/bark-phone/#Email
https://internetsafety101.org/
https://internetsafety101.org/

